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Decision/action requested

Complete clause 6.2.4 related to OTA mechanism.
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Rationale

This contribution identifies the impacts on OTA mechanism by advances in quantum computing. 
OTA mechanism relies on SCP '80' or SCP '81' (Secure Channel Protocol) to secure communication between a UICC and an OTA server thanks to symmetric cryptography. 
· Secure Channel Protocol '80' is specified in ETSI TS 102 225 [2] and ETSI TS 102 226 [3] (ETSI SCP)

· Secure Channel Protocol '81' is specified in Amendment B of Global Platform Card Specification [4]. SCP '81 'is based on PSK TLS. 
SCP '80'
The keys involved in the secure communication with SCP '80' are KIc, KID. The key lengths depend on the algorithms being used and are defined as being: 
· 128 bits for two key 3DES

· 192 bits for three key 3DES, 

· 128 bits, 192 bits or 256 bits for AES.
The choice of SCP '80' with AES 256-bit key enables OTA mechanism to resist to an attacker with a quantum computer. 
SCP '81'
SCP '81' provides the following list of cipher suites for PSK TLS: 
· TLS_PSK_WITH_3DES_EDE_CBC_SHA 

· TLS_PSK_WITH_AES_128_CBC_SHA 

· TLS_PSK_WITH_AES_128_CBC_SHA256 

· TLS_PSK_WITH_NULL_SHA 

· TLS_PSK_WITH_NULL_SHA256 

[4] defines a PSK TLS (SCP '81') key set consisting of two kinds of keys: a PSK TLS key and a DEK (decryption/encryption) key. The DEK key may be used to decrypt or encrypt sensitive data in addition to PSK TLS. 

In case of OTA mechanism relying on SCP '81' with PSK TLS cipher suites based on 3DES or AES 128-bit key, an attacker with a quantum computer may be able to recover the PSK TLS key and decrypt the data secured with PSK TLS.  However, in scenarios using the DEK key to protect sensitive data, the DEK key could protect against an attacker with a quantum computer. 
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to TR 33.841 [1].

   *** START of 1st CHANGE ***

6.2.4 OTA mechanism


OTA mechanism relies on SCP '80' or SCP '81' (Secure Channel Protocol) to secure communication between a UICC and an OTA server thanks to symmetric cryptography. 

· Secure Channel Protocol '80' is specified in ETSI TS 102 225 [xx] and ETSI TS 102 226 [xy] (ETSI SCP)

· Secure Channel Protocol '81' is specified in Amendment B of Global Platform Card Specification [yx]. SCP '81 'is based on PSK TLS. 
SCP '80'
The keys involved in the secure communication with SCP '80' are KIc and KID. The key lengths depend on the algorithms being used and are defined as being: 
· 128 bits for two key 3DES

· 192 bits for three key 3DES, 

· 128 bits, 192 bits or 256 bits for AES.
The choice of SCP '80' with AES 256-bit key enables OTA mechanism to resist to an attacker with a quantum computer. 

SCP '81'
SCP '81' provides the following list of cipher suites for PSK TLS: 

· TLS_PSK_WITH_3DES_EDE_CBC_SHA 

· TLS_PSK_WITH_AES_128_CBC_SHA 

· TLS_PSK_WITH_AES_128_CBC_SHA256 

· TLS_PSK_WITH_NULL_SHA 

· TLS_PSK_WITH_NULL_SHA256 

[4] defines a PSK TLS (SCP '81') key set consisting of two kinds of keys: a PSK TLS key and a DEK (decryption/encryption) key. The DEK key may be used to decrypt or encrypt sensitive data in addition to PSK TLS. 

In case of OTA mechanism relying on SCP '81' with PSK TLS cipher suites based on 3DES or AES 128-bit key, an attacker with a quantum computer may be able to recover the PSK TLS key and decrypt the data secured with PSK TLS.  However, in scenarios using the DEK key to protect sensitive data, the DEK key could protect against an attacker with a quantum computer. The data encrypted with the DEK key may not be recovered.
*** END of 1st CHANGE ***
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